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Abstract

MinCen  is  a  new protocol  to  allows  block-chain  based cryptocurrencies  to  achieve  very short 
confirmation intervals. A coin using the MinCen protocol operates normally with zero stale blocks. 
In comparison, Bitcoin has a stale block rate of approximately 5% percent. The MinCen protocol 
allows confirmation times of 5 seconds when implemented on the Internet today.  MinCen is ideal 
for a payment network: short block confirmation intervals and normally no additional confirmation 
blocks are necessary. 

1. Introduction

Bitcoin was the first  cryptocurrency based on the concept  of  a  block-chain.  Block-chain based 
cryptocurrencies generally suffer from a high confirmation interval. Bitcoin has a 10 minute first 
confirmation interval, and a 5% of stale block rate, which means that if a user wants a transaction to 
be confirmed with a probability higher than 19/20, at  least  two confirmation blocks need to be 
waited (an average of 20 minutes). If the transaction must also be protected from double-spends, 6  
blocks  of  confirmation  is  a  standard  requirement.  Other  block-based  cryptocurrencies  such  as 
LiteCoin  have  reduced  the  confirmation  interval  at  the  expense  of  a  higher  stale  blocks  rate. 
Dogecoin has reduced this interval to only 1 minute, but to get a confirmation with a probability 
greater than 19/20, at least three blocks must be waited (3 minutes). Other cryptocurrencies that are 
not  block-chain  based do not  suffer  from this  problem.  Ripple  has  a  10  seconds  confirmation 
interval. Nevertheless all known cryptocurrencies that are not block-chain based require a set of 
privileged central servers, and the users are unable to “mine” (mint) there own coins. The MinCen 
protocol attempts to reduce the confirmation time of block-chain based cryptocurrencies possibly 
down to 5 seconds when implemented over the Internet as it is today. This confirmation time is 
possible by reducing the number of stale blocks down to almost zero during normal operation, and 
reducing  considerably  the  competition  between  chains.  To  achieve  these  reductions,  MinCen 
encourages the centralization of the decision to choose which will be the next block when two 
solved blocks are competing for the same position on the chain. The central entity responsible for 
this decision is called manager, but the role of manager may be hold by different entities at different 
times. In fact, each miner decides independently which entity will be his manager.  The manager 
has a role that resembles a mining pool operator. Nevertheless, the manager does not decide which 
transactions should be included in a block, nor it receives the full block reward, nor it decides which 
is the best-chain to mine upon. Managers are identified by their public keys. When a block must be 
solved, miners associates themselves to an manager by including the manager's public-key in their 
block headers before they start mining. The block header is only accepted by the network if the 
block header is signed by the manager. Obviously there must be a benefit for miners to aggregate 
themselves, since each miner could become his own manager. The MinCen protocol has special 
clauses to incentivize miners to work aggregated, but without preventing them to work alone  if 
they wish to.  The key point  that makes MinCen different from any centralized solution is  that 
miners continuously monitor the current manager performance. If they detect he is misbehaving or 
he has bad connectivity with the network, they choose another manager from a pool of advertised 
managers. The protocols ensures that the manager choice, while being individual, converges to a 
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single entity over time.

2. The role of Miners

Miners, as in Bitcoin, try to solve a very hard problem in order to be rewarded by the network and 
at the same time provide a useful service to the network.
In MinCen, miners choose all the fields in the block header: the time, the merkle-root, the previous 
block hash, the nonce, the manager public key, the share list, plus some additional fields. A share is 
a proof that other miners are working on the same best chain. While trying to generate a PoW for a 
target difficulty, miners also generate PoWs for lower targets than the expected difficulty. These 
reduced PoWs are called "shares". The share list purpose will be explained later.  A block header 
(plus the transaction list), even if it solves the difficult problem, is not accepted as-is by the network 
to be part of the block-chain: an additional signature is required, and this is the signature of the 
manager. When a miner solves a block, it broadcasts the Winner-Block-Header (or WBH) along 
with the list of hashes of the transactions included in the merkle-root and the list of hashes of the 
shares included. The shares chosen to be included in the block for mining are sorted by hash digest 
(the highest PoW fist), and a limited number of them can be included. All shares included must be 
associated with the same manager that the WBH is associated to. After finding and forwarding a 
WBH, the winning miner  automatically forwards to its  peers the transactions referenced in the 
merkle-tree that have not been advertised by those peers. Also peers automatically try to fetch any 
missing transactions and shares from the node that sent the WBH. This ensures that, as the WBH 
travels over the peer to peer network hops, the forwarding nodes also have all the transaction and 
shares information required to verify the correctness of the WBH. 
When shares are found, they are broadcasted in a similar way to WBHs, also including the list of 
transaction hashes referred by the merkle-root (but not necessarily the list of shares). Shares are 
handled by the network in the same manner as a WBH: if a node receives a share, it tries to fetch 
from peers all transactions referenced by the hashes referred in the share merkle-tree that are not 
already stored in their transaction pools. 

3. Incentive to Aggregate

To incentivize aggregation, a block can include up to M shares. The first share is built automatically 
by miners using the manager's identification data (wallet  address) and does not need to have a 
corresponding PoW. A suggested value is M=16, so each block can carry up to 16 additional shares. 
A block full of shares will have a minimum size of approximately 2400 bytes. The transaction lists  
referred by each share and the share  list  referred by each share  are  not  included in the block  
message on the wire, but each node reconstructs the complete block (WBH, shares and transactions) 
in order to store permanently and verify its correctness. The value of M can be increased at the 
expense of more bandwidth consumption and higher  transmission latency.  Each share owner is 
awarded 1/M of the base block reward. The miner which has successfully found a PoW below the 
block target difficulty creates a Winner-Block-Header (or WBH). This miner is awarded the base 
block reward, plus 1/M of the base block reward for each share included in the block.
Therefore the network mints (M+1)/M base block rewards per block if a block is created without 
shares: 1 base reward for the miner, and 1/M reward for the manager, who happens to be also the  
miner. If a block is created with M shares, 3 base block rewards a minted. For example, if the base 
block reward is 16 coins, a block without shares mints 17 new coins, while a block full of shares 
mints 48 coins. This large spread strongly encourages aggregation, since miners working isolated 
are much less statistically capable of finding shares. Nevertheless, the proposed reward scheme is 
not the only possible one. As long as the WBH miner receives a greater reward if he includes shares  
in the block and the share miners receive a reward for broadcasting their shares, the incentives 



The MinCen Protocol 3/9

allow the MinCen protocol to work.

4. The role of Managers

Managers are, at first, miners, since to advertise their services to the network they need to have 
published shares in previous blocks. Managers do almost nothing (apart from possibly be mining) 
until they receive a share or a WBH. When a share is received by an manager and all transactions 
referred in the share have been fetched, the manager sends an ACK message that contains the hash 
of the share, signed by the its private key associated with the known public key. If the manager 
receives  a  WBH,  and  all  transactions  and  shares  included  have  been  fetched,  it  verifies  the 
correctness  of  the  block  and  it  can  finish  the  winning  block  by signing  the  WBH.  Finally,  it 
broadcasts the signed WBH, and peers will fetch the missing transactions and shares as needed to 
verify it. The role of the manager for the benefit of the network is twofold:

– It centralizes the decision of which block should be chosen when two competing WBHs are 
received. Competing blocks are blocks that compete for the same place in the chain (same 
parent). The manager will, for his best interest, sign the first one and broadcast it without 
delay,  and  ignore  the  others.  If  two  WBHs that  are  not  competing  are  received  by an 
manager, he is free to sign both.

– It  reduces  the  latency  of  block  propagation  by  helping  nodes  optimize  routing  and  by 
providing direct notifications to miners.

  
5. Manager Advertisement

Managers may advertise themselves by periodically sending small signed messages that contain one 
or more IP/ports/protocols records which specify where the manager can be reached and pinged for 
availability. Only the advertisements of managers having shares in the last 60 blocks  (5 minutes) 
are broadcasted by the network, and only one advertisement is broadcasted per block interval per 
manager. This means that a maximum of 960 advertisements will be received per node on average 
in each 5 seconds window. In practice, most shares will belong to the same manager and much less 
advertisements will be broadcasted.

6. Miners Advertisement

The stale block problem can be further reduced if the miners having the majority of the network 
hashing power receive the block as fast as possible. One way to achieve this is by letting miners 
include in their shares an IP/Port/Protocol on which they desire to receive notifications. This is  
undesirable because it can help an attacker perform a DoS attack to the top miners. Another option 
is that, when miners connect directly to an manager, they provide a proof of ownership of their 
public-key, by signing a message that cannot be replayed by the miner (a challenge can be the hash 
of two commitments). After the manager signs a solved block, he can take the public-keys of all the 
owners of all the hashes received, and transfer the block's signature to all the miners having shares 
that had previously registered with the manager.  The same can be accomplished with less overhead 
if miners include in their shares a hash digest of a random value, and provide such value to the 
manager when they connect to it. The manager can therefore easily identify the connection to the 
owner of  each  share.  Note that  the  direct  connection method is  optional,  and the peer  to  peer 
network  still provides a reliable mean to broadcast information in case an attacker is tampering or 
interfering with direct connections.

7. Choosing the Manager
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Miners choose the manager based on a function that takes into account the following recorded 
information:

– The number of shares is has seen created for this manager during the last block interval. The 
manager that has the higher number of collected shares must be the one aggregating the 
highest stake of network hashing power. This is the component of the function with higher 
weight.

– The number of times each miner has been taken the role of manager in the last day.
– The historic data logged related to this manager, identified by the public key, such as how 

long the manager has been working well.
– Average time from when a WBH associated with this manager is seen on the network and 

the time the block containing this WBH is received. An average time longer than a few 
seconds implies the manager is holding the WBH in order to get an advantage by trying to 
find another WBH by himself or a colluding party. This factor is tricky: if the node is not 
well connected to the network, it may interpret this that the master is not well-connected to 
the network. To prevent this failure, the what should be considered is the difference between 
the share-ACK time and the WBH-block time. If the laster is much higher, then the problem 
lies on the master, and not on the local node.

– The availability of the manager. Each time a share is received by an manager, the manager 
confirms the reception by sending a special ACK message that spreads all over the network.

– The existence of direct connections to the manager. The manager may advertise one or more 
IPs  /  ports  and protocols  which  it  can  be  directly reached.  Miners  may establish direct 
connections to the manager to get availability status and confirmation of reception of shares, 
and to  be  immediately notified  when a  block is  found.  This  could  be done using  TCP 
connections or with state-less protocols. Probably this communication could rely on using 
UDP datagrams to prevent distributed denial of service attacks and miners could register 
with the manager to receive notifications over UDP.

Every share has a public key associated and a flag that informs the remaining nodes of the network 
if the owner of the share is willing the become an manager, in the case that the current one stops 
working, is not working properly or is attacked. Each miner will therefore keep a pool of possible 
candidate managers based on these flags and the announcements.

8. Switching the Manager

When a miner decides to change the manager, two things may happen:

1. The miner cannot find an manager suitable since all of them seem to be operating below the  
acceptance threshold. In this case the miner becomes his own manager using 66% of his 
hashing power. The remaining hashing power is aggregated to the best possible manager 
among the ones advertised in the block-chain shares. The percentage of hashing power to 
aggregate could also be dynamically determined based on the score of the best possible 
manager. Nevertheless, always a non-zero percentage of the hashing power must aggregated 
in order to allow the network to slowly converge to a suitable manager.

2. The miner finds a suitable manager. Then all the hashing power is switched to this manager.

Miners continuously evaluate the current manager performance and score it. If the score goes below 
a certain threshold, but the miner itself has broadcasted shares for this manager, the miner may 
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decide to change the manager after the current block is broadcasted. If the manager performance 
goes  too  low  (e.g.  no  shares  being  broadcasted  for  a  long  time),  the  miner  my  choose  to 
immediately become self-aggregated.

9. Convergence

One of the properties of the MinCen protocol is that, as time passes, miners decisions converge and 
all will choose the same manager. All local preferences are bound to a time window, so the network 
memory regarding available and well-behaved managers is limited to a certain time lapse, such as a 
day. After this lapse has passed, nodes will be mostly in-sync regarding the best choice.

10. Protections against Network Attacks and Connectivity disruptions

Is is important to note that whatever attack is detected to or by the current manager, or malicious 
activity is detected in the network, each miner reverts to the almost full selfish-mode, which is 
exactly  what  Bitcoin  does  continuously.  This  roughly  means  that  the  performance  of  MinCen 
cannot be degraded much below the performance of Bitcoin under the same conditions. The periods 
of selfish mining can only be triggered by global attacks or by a generalized Internet connectivity 
disruption,  and  no  local  node  activity  can  trigger  global  selfish-mining.  After  the  attack  or 
disruption is over, the network tends to converge to a suitable manager, and the duration of these 
selfish  periods  is  bounded  by design.  During  a  period  of  selfishness-mining,  the  network  will 
operate having a high number of stale blocks, possibly up to 40%, which means that nodes will 
need to wait for several confirmations to be sure transactions have been fully confirmed (possibly 
up to 10 blocks, which corresponds to a delay of no more than 50 second).  But nodes can also  
detect the selfish-network state with accuracy because during selfish-mining either:

– there are no shares broadcasted
– the shares broadcasted are associated to many different managers
– last block in the best-chain does not contain enough shares

This means that nodes can adapt to the temporary situation an inform the user accordingly. 

11. Incentives 

The core distinct incentives of the MinCen can be easily enumerated:

– Miners are incentivized to join the manager with the most hashing power since by doing so 
they can double the block reward.

– Managers are incentivized to create a block once a block header with full PoW has been 
received, since by not doing so they will be loosing  1/16 of the base block reward.

– As in Bitcoin, miners are incentivized to build blocks on top of the best chain to increase the 
chances that the block is accepted.

– After a miner receives a WBH from the network belonging to the best-chain, he must take 
the  decision whether  he will  stop mining until  the  WBH signature is  received,  to  keep 
mining on the same block height, or to start mining on top of the WBH. To reduce stale 
blocks, the best for the network is that miners start mining on top of the WBH. This should 
also be the best for the miner, if the network is reliable. To allow this, the block hash (which 
is used to identify the previous block on the chain in the block header) is computed without 
including the manager's signature. Then miners can keep mining on a new block, even using 
the same manager, by referring to the received WBH. If the parent block with the signature 
is not received in a certain time lapse (e.g. 5 seconds), this means probably that the manager 
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is down and then the miner should switch to selfish-mining, and compete with the WBH 
seen, to his best monetary interest, and to protect the network from rogue managers. 

12. Simple Attacks

– Nodes in the network deny forwarding the shares ACKs or Advertisement messages of a 
certain manager  in order to  force miners to switch to  another  one.  To protect  from this 
attack:
– Nodes establish a high connection degree with the network,  trying not  to limit  their 

connectivity to a certain sub-net.
– Nodes  try  to  establish  direct  connections  with  the  current  manager,  if  the  manager 

provides such a service. 
– The ACKs may be given a low weight in the manager selector function.

– An manager waits until two valid WBHs are received having the same block parent, and 
sign both of them. One of them can be broadcasted first, and the second after some time or 
both can be broadcasted one after the other. The effect in the network is no different as a  
stale block, so they will choose one of them by some metric, such as the one having highest 
PoW. But also all nodes will detect and punish this bad behavior and immediately choose 
another manager. Still another possible punishment is that any following block miner is able 
to punish monetarily the manager. Suppose that the manager's reward is only usable after 
100 blocks. Then any miner that detects two WBHs for the same block parent signed by the 
same  entity  can  include  the  colliding  WBHs  in  the  transaction  list  and  the  protocol 
automatically blocks the manager's money earned by the cheating manager in the cheated 
block and in any other reward given to him in the 99 blocks before it. 

– Managers do not forward a block even if the WBH is received. Nodes monitor the network 
so they react by choosing another manager of by becoming self-aggregated. 

– A malicious party can spread all over the network a huge number of malicious nodes that 
prevent the normal flow of blocks, ACKs, WBHs and transactions. This attack also applies 
to Bitcoin. A high connectivity degree of the nodes, and avoiding having many connections 
for the same sub-net can help maintain good connectivity even during this kind of attacks. 
But also nodes can start banning other peers that never advertise the blocks, ACKs, WBHs 
and transactions which are advertised by the remaining nodes.  This is done by probing: 
periodically the node does not advertise a received message to a peer and waits if the peer is 
willing to advertise the same message having received it by other means. Disconnecting 
from nodes that continuously fail to respond to the probe can help the network automatically 
react to the attack and reduce its impact.

13. Routing optimizations

Since connectivity and low latency of connections between miners and the manager is important, 
nodes also attempt to optimize communications. When a node constantly receives and ACK of an 
manager from a certain peer, it knows with high probability that the path with lowest latency to the 
manager goes through that peer. This means that when a node receives a WBH, it can prioritize its  
peers by forwarding it first to the peer which is supposed to allow the fastest transfer of the WBH to 
the manager. Each node also prioritizes peers in order to discover the fastest route to each share 
provider  (a  miner).  When a  block is  broadcasted,  nodes  first  forward the block to  the miners, 
prioritizing the peers by the number of shares generated by each peer in a sliding time window.

14. Implementation 
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We define the minimal data records than are required to implement MinCen properly. These are the 
data  records  used  on  the  wire  protocol,  and  not  necessarily  the  ones  required  to  store  block 
information on disk.

Block-Header = < Version, Time, previous-block-hash, Merkle-root, 
Hash(Manager's public key), Hash(miner's public key), miner's payment address, 
Target difficulty, Hash(List of Shares), Nonce   >

WBH = < Block-Header >
Share = < Block-Header >
ACK = < Share-hash , manager's pubkey, signature( Share-hash, manager's privkey ) >
Block = <  Hash(WBH) , manager's pubkey, signature (WBH , manager's privkey) > 
ComSpec = < IP, port, protocol >
Advertisement-Data = < List of ComSpec , manager's pubkey > 
Advertisement = < Advertisement-Data, signature(Advertisement-Data, manager's privkey >

The hash of the manager's public key present in the Block-Header record can be replaced by the 
unhashed key, and the unhashed key can be removed from the ACK and Block messages. This 
decrease the size of the Block message but increases the size of the block which must be stored on 
disk because the manager's public key is repeated in each share.
The miner's payment address present in the Block-header is used to build the payment transaction to 
the share/WBH creator (called generation transaction). This could also be specified by a standard 
transaction sent after the header (and the first one in the merkle-tree) paying to each share creator 
the  expected  amount  as  in  Bitcoin.  Nevertheless,  embedding  the  payment  address  reduces  the 
overhead of specifying each transaction output. 

15. Example

The following figures shows examples of normal protocol operation. 

Figure 1: Miner D is master
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In figure 1, a miners produces a share, which is forwarded over the peer-to-peer network until it  
reaches the master. The master then responds with an ACK message that travels the network in the 
opposite direction. Shares are monitored by the nodes to get accurate information regarding which 
is  the  best  chain  miners  have  chosen  and  to  update  local  optimal  routing  tables.  ACKs  are 
monitored by miners and nodes to get the current information of the master state and update reverse 
local optimal routing tables.

In  figure  2  the  miner  C finds  a  winning block  header  (WBH) which  is  broadcasted  over  the 
network. Alternatively, it can be sent directly (point-to-point) to the master, since the master can 
publish its IP address. Then the master signs the WBH and creates the block, which is broadcasted 
over the network to all miners and nodes. Alternatively, the master can choose to send the block 
directly to the top miners if they have previously registered with the master. 

In figure 3, the miner C detects that the master is performing badly because the block took too long 
to be received and decides to switch to another master. It chooses the miner A as the master, because 
this miner has advertised itself as a candidate to be master in a previously sent share. Miner B does  

Figure 2: A WBH is found and the block is 
created

Figure 3: Miners choose different masters
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not choose to change master. 

In figure 4, after some time, miner B detects that almost all shares are created for the the master 
miner A (more than the number of shares created for the master Miner D and also switches to the 
miner A as master. The network has converged.

16. Conclusion

MinCen can be viewed as a centralized mining pool network that, if attacked, immediately turns 
into a completely distributed anonymous network until a new central node is chosen. This is similar  
to what happens in some bee colonies: if the queen bee dies, workers choose another queen to 
replace it. This property makes MinCen resistant to targeted attacks while retains some properties of 
centralized  systems,  such  as  a  central  decision  making  to  reduce  competing  chains.  Also 
communication optimizations help prevent the waste of mining power due to stale blocks. Last, the 
MinCen protocol is simple to implement over any existing block-chain based crypto-currency.

Figure 4: Selection of the master converges


